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C:> whoami /all

• Tom Ueltschi

• Swiss Post CERT / SOC / CSIRT since 2007 (over 12 years!)

• Focus & Interests: Malware Analysis, Threat Intel, Threat Hunting, 
Red / Purple Teaming

• Member of many trust groups & infosec communities

• FIRST SIG member (malware analysis, red teaming, CTI)

• Twitter: @c_APT_ure
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Previous presentations including “Threat Hunting”
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• “Advanced Incident Detection and Threat Hunting using Sysmon
(and Splunk)“

• BotConf 2016 (almost 3 years ago)

• FIRST Annual Conference 2017

• FIRST TC Amsterdam 2018

• “Hunting and Detecting APTs using Sysmon and PowerShell 
Logging“
• BotConf 2018



Previous presentations including “Threat Hunting”

https://c-apt-ure.blogspot.com/2017/12/is-this-blog-still-alive.html
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Outline

• Introduction 

• New stuff:
• T1064: Scripting - VBS Scripts

• T1060: Registry Run Keys / Startup Folder - dropping VBS file in Startup

• T1071: Standard Application Layer Protocol - Command and Control via DNS

(T1234 = MITRE ATT&CK Technique #)

• Quick review: 3 techniques from MITRE ATT&CK

• BotConf 2018 presentation 
“Hunting and Detecting APTs using Sysmon and PowerShell Logging”
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Threat Hunting with[out] (the right) data?

Ready to hunt?

First, show me your data!
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Our setup

• ~25’000 hosts

• ~150 GB/day

• Event logs

• Windows

• Sysmon

• Powershell
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Data Sources & Event Logs

• Sysmon

• PowerShell ScriptBlock Logging

• Windows Event Logs

• Network 

• DNS, Web Proxy, Netflow, Firewalls
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Threat Hunting  Automated Detection
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The ThreatHunter Playbook Project
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The ThreatHunter Playbook Project (Playbook)
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The ThreatHunter Playbook Project (Playbook)
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The ThreatHunter Playbook Project (SIGMA Rules)
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Outline – New Stuff
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Outline – New Stuff

• T1064 - Scripting
VBS Scripts
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Outline – New Stuff

• T1064 - Scripting
VBS Scripts
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Why should I care about VBS scripts?

• VBS based Malware & RAT families

• vjWorm

• H-Worm / Houdini RAT

• WSH-RAT (let’s call it “Wish-RAT”)

• Persistence methods using VBS scripts
• Dropping VBS to Startup Folder   ---------------->

• Dropping URL file to Startup Folder calling VBS

• Used by many Malware families

• NanoCore RAT

• NetWire RAT

• AdWind / JBifrost

• …
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Why should I care about VBS scripts?

• vjWorm
[JBX report link]
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https://www.joesandbox.com/analysis/99489/0/html


Why should I care about VBS scripts?

• vjWorm
[JBX report link]
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https://www.joesandbox.com/analysis/99489/0/html


Why should I care about VBS scripts?

• vjWorm
[JBX report link]
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https://www.joesandbox.com/analysis/99489/0/html


Why should I care about VBS scripts?

• Persistence methods using VBS scripts

• Dropping URL file to Startup Folder calling VBS

CERT-EU 2019 Annual Conference | Tom Ueltschi | Practical Threat Hunting | TLP-WHITE 26



Why should I care about VBS scripts?

• Persistence methods using VBS scripts

• Dropping URL file to Startup Folder calling VBS

CERT-EU 2019 Annual Conference | Tom Ueltschi | Practical Threat Hunting | TLP-WHITE 27



Why should I care about VBS scripts?

• Persistence methods using VBS scripts

• Dropping VBS to Startup Folder

8 vbs-startup-folder_nanocore

5 vbs-startup-folder_netwire

• Dropping URL file to Startup Folder calling VBS

32 url-startup-folder_nanocore

7 url-startup-folder_netwire

• NanoCore and NetWire samples analyzed in 2019

176 2019-samples-nanocore

69 2019-samples-netwire
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Hunting for suspicious VBS scripts

> 90 days  2.8M events from > 25K endpoints (= all)
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Hunting for suspicious VBS scripts

> 90 days  2.8M events from > 25K endpoints (= all)
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Parent - Child Relationship
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Hunting for suspicious VBS scripts (ChildProcess)

- Extract Image filename

- Extract ParentImage filename
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Hunting for suspicious VBS scripts (ChildProcess)

- Powershell most frequently executed from VBS scripts

- **2MIF.exe all have almost equal numbers, look related (legit)
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Hunting for suspicious VBS scripts (ChildProcess)

..
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Hunting for suspicious VBS scripts (ChildProcess)
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Measure Length
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Hunting for suspicious VBS scripts (filename length)

 Look for (very) long filenames, e.g. to “hide” the real extension (double-ext.)
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Hunting for suspicious VBS scripts (susp FN / parents)
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Hunting for suspicious VBS scripts (susp FN / parents)
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Hunting for suspicious VBS scripts (susp FN / parents)
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Hunting for suspicious VBS scripts (susp FN / parents)
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Who is Houdini?

• vjWorm

• H-Worm

• WSH-RAT
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Hunting for suspicious VBS scripts (Houdini detection)
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Hunting for suspicious VBS scripts (Houdini detection)
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Hunting for suspicious VBS scripts (Houdini detection)
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Hunting for suspicious VBS scripts (Houdini detection)
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And now for something completely different…
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Outline – New Stuff

• T1060 - Registry Run Keys / Startup Folder
dropping VBS file in Startup folder
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Hunting for suspicious VBS scripts (Startup Folder)
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Hunting for suspicious VBS scripts (Startup Folder)
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Hunting for suspicious VBS scripts (Startup Folder)
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Hunting for suspicious VBS scripts (Startup Folder)
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Hunting for suspicious VBS scripts (Startup Folder)
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Don’t stop at VBS
Remember CMD, BAT, etc.
All script types



Hunting for suspicious VBS scripts (Startup Folder)
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Hunting for suspicious VBS scripts (Startup Folder)
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Outline – New Stuff

• T1071 / Standard Application Layer Protocol
Command and Control via DNS
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Hunting for C&C via DNS

• Do you have DNS logs with client (source) information?
(could be useful!)
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Hunting for C&C via DNS

CERT-EU 2019 Annual Conference | Tom Ueltschi | Practical Threat Hunting | TLP-WHITE 66



Hunting for C&C via DNS
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Hunting for C&C via DNS

• query = “subdom3.subdom2.subdom1.domain.tld”

• domain_1st = “domain.tld”

• domain_2nd = “subdom1”

• len_query = 34

• len_dom1 = 10

• len_dom2 = 7

• len_c2 = len_query - len_dom1 - len_dom2 = 34 - 10 - 7 = 17

• AVG_LEN_QUERY = avg( len_query )

• AVG_LEN_C2 = avg( len_c2 )

• DC_QUERIES = distinct_count( query )

• Within 1h span: DC_QUERIES > 50 and AVG_LEN_C2 > 10
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Hunting for C&C via DNS
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• Within 1h span: DC_QUERIES > 50 and AVG_LEN_C2 > 10



Hunting for C&C via DNS

Top:

Log scale

Bottom:

Linear scale
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Outline

• Introduction 

• 1st of 3 techniques from MITRE ATT&CK
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WMI Event Subscription (Persistence)
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WMI Event Subscription

Source: 
https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-windows-management-instrumentation.pdf
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https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-windows-management-instrumentation.pdf


WMI Event Subscription

• Generating test events using “PowerLurk” Github project

• Likely won’t catch many APTs searching for 
Register-MaliciousWmiEvent ;-)
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How noisy is the Sysmon WmiEvent?

> 90 days
> 270 EP’s
< 600 events
4 diff types
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Outline

• Introduction 

• 2nd of 3 techniques from MITRE ATT&CK
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Idea for detection

• Search for child processes of “userinit.exe”

• Exclude “explorer.exe” (normal)

• Exclude logon scripts (after baselining & vetting)

• Possibly a small number of other legitimate executables, but 
feasible to enumerate and filter out

• Search for ProcessCreate or RegistryEvents with the registry key 
name “UserInitMprLogonScript”
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Outline

• Introduction 

• 3rd of 3 techniques from MITRE ATT&CK

CERT-EU 2019 Annual Conference | Tom Ueltschi | Practical Threat Hunting | TLP-WHITE 83



Unmanaged PowerShell
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Idea for detection

• Search PowerShell Transcript Files for “Host Application:” 
which is NOT any of
• powershell.exe

• powershell_ise.exe

• wsmprovhost.exe

• and possibly very few others
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Thanks for your attention!!

Time left for questions?

• Twitter: @c_APT_ure

• Blog: http://c-apt-ure.blogspot.com/2017/12/is-this-blog-still-alive.html

 all my presentations linked in one place
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