Practical Threat Hunting

I e
w* 4
' |
* *
* g *

FOR THE EU INSTITUTIONS, BEODIES AND AGENCIES

CERT-EU 2079 ANNUAL CONFERENCE
5-6 NOVEMBER 2019, BRUSSELS, BELGIUM




C:> whoami /all

Tom Ueltschi

Swiss Post CERT / SOC / CSIRT since 2007 (over 12 years!)

Focus & Interests: Malware Analysis, Threat Intel, Threat Hunting,
/ Teaming

Member of many trust groups & infosec communities

FIRST SIG member (malware analysis, red teaming, CTI)

Twitter: @c_APT _ure
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Previous presentations including “Threat Hunting”

“Advanced Incident Detection and Threat Hunting using Sysmon
(and Splunk)“

BotConf 2016
FIRST Annual Conference 2017
FIRST TC Amsterdam 2018

“Hunting and Detecting APTs using Sysmon and PowerShell
Logging“
BotConf 2018
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Previous presentations including “Threat Hunting’

My most recent area of interest has been increasing endpoint visibility usir
and threat hunting.

My first presentation was in ber 2016 at BotConf:

5: hitps

In April 2018 at FIRST TC Amsterdam, | gave an updated version from the FIRST 2017 talk.

5: FIRST-TC-2018_Tom-Ueltschi_Sysmon_ PUBLIC. pdf {Github download)

NEW I
At BotConf 2018,

https://c-apt-ure.blogspot.com/2017/12/is-this-blog-still-alive.html
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Outline

Introduction

New stuff:
T1064: Scripting - VBS Scripts
T1060: Registry Run Keys / Startup Folder - dropping VBS file in Startup
T1071: Standard Application Layer Protocol - Command and Control via DNS

(T1234 = MITRE ATT&CK Technique #)

Quick review: 3 techniques from MITRE ATT&CK

BotConf 2018 presentation
“Hunting and Detecting APTs using Sysmon and PowerShell Logging”
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Threat Hunting with[out] (the right) data?

#]=]

ardog.blogspot.com

Cyber Wardog Lab

Friday, December 15, 2017

by Roberto Rodriguez Ready to hunt? First, Show me your data!

Home

Ready to hunt?

First, show me your data!
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Our setup Sysmon ['Splunk Deployment

-

~25’000 hosts

~ ~_ WindowsHost | \
150G B/ da Y y N ,f Splunk 1‘““3
-!. Sysmon ) ( )
-~ J,,. Fo rwa rd er_
Event logs —
Sysmon
Powershell
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Data Sources & Event Logs

Sysmon
PowerShell ScriptBlock Logging
Windows Event Logs

Network
DNS, Web Proxy, Netflow, Firewalls
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Threat Hunting = Automated Detection

e —
Sqgrrl on Threat Hunting

SOC Detection Processes (“Loops”)

Hunting Content Development Automated Detection

Detection -

Improvements

Most examples
are belong to here

FIRST-TC 2018 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE
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The ThreatHunter Playbook Project

@ github.com/hunters-forge/Threath

The ThreatHunter-Playbook

Goals

Expedite the development of techniques an hypothesis for hunting campaigns.

Help Threat Hunters understand patterns of behavior observed during post-exploitation.

Reduce the number of false positives while hunting by providing more context around suspicious events.
Share real-time analytics validation examples through cloud computing environments for free.

Distribute Threat Hunting concepts and processes around the world for free.

Map pre-recorded datasets to adversarial techniques.

Author

¢ Roberto Rodriguez @Cyb3rWardOg

* Jose Luis Rodriguez @Cyb3rPandaH
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The ThreatHunter Playbook Project (Playbook)

& github.com

hunters-forge / ThreatHunter-Playbook @ Watch~ | 278 HStar 17k | YFork 394

< Code lssues 2 Pull requests 3 rojects Wiki Security nsights
Branch: master~ | ThreatHunter-Playbook / playbooks / windows / 08_lateral_movement / Find file = Copy path
T1047_windows_management_instrumentation / wmi_win32_process_create_remote.ipynb
cyb3rward0g ThreatHunter Playbook 2.0

0 contributors

¢ | B Raw | Blame | History

WMI Win32_Process Class and Create Method for Remote
Execution

Playbook Tags
1D: WINEXEC190810201010

Auther: Roberto Rodriguez @CybarWard0g

References:

ATT&CK Tags

Tactic: Execution, Lateral Movement

Technique: Windows Management Instrumentation (T1047)
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The ThreatHunter Playbook Project (Playbook)

& github.com/hunters-forge/ThreatHunter-Playk

hunters-forge / ThreatHunter-Playbook @ Watch~ | 278 HStar 17k | YFork 394

<» Code Issues 2 Pull reqy

Branch: master~ | ThreatHunter-Pla
T1047_windows_ry
cyb3rward0g ThreatHunter Playbook 2.

0 contributors

WMI Win32_H
Execution

Playbook Tags
1D: WINEXEC190810201
Author: Roberto Rodrigu

References:

ATT&CK Tags

Tactic: Execution, Latera

Technique: Windows Ma

Technical Description

WML is the Microsoft implementation of the Web-Based Enterprise Management (WBEM) and Common Information Model (CIM).
Both standards aim to provide an industry-agnostic means of collecting and transmitting information related to any managed
component in an enterprise. An example of a managed component in WMI would be a running process, registry key, installed service,
file information, etc. At a high level, Microsoft's implementation of these standards can be summarized as follows: Managed
Components Managed components are represented as WMI objects — class instances representing highly structured operating
system data. Microsoft provides a wealth of WMI objects that communicate information related to the operating system. E.g.
Win32_Process, Win32_Service, AntivirusProduct, Win32_StartupCommand, etc.

One well known lateral movement technique is performed via the WhI object — class Win32_Process and its method Create. This is
because the Create method allows a user to create a process either locally or remotely. One thing to notice is that when the Create
method is used on a remote system, the method is run under a host process named “Wmiprvse.exe”.

The process WmipivSE exe is what spawns the process defined in the CommandLine parameter of the Create method. Therefore,
the new process created remotely will have Wmiprvse exe as a parent. WmiprvSE exe is a DCOM server and it is spawned
underneath the DCOM service host svchost.exe with the following parameters C\WINDOWS\system32\svchost.exe -k DcomLaunch

_p_

From a logon session perspective, on the target, WmiprvSE.exe is spawned in a different logon session by the DCOM service host.
However, whatever is executed by WmiprvSE.exe occurs on the new network type (3) logon session created by the user that
authenticated from the network.

Additional Reading

= LOQgon oession
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& github.com/hunters-forge/ThreatHunter-Playbook/blob/master/playbooks/windows/08_lateral_movement/T104

The ThreatHunter Playbook Project (Playbook)

hunters-forge / ThreatHunter-Playbook @ Watch~ | 278 HStar 17k | YFork 394

Hypothesis

<» Code Issues 2 Pull requests 3

Adversaries might be leveraging WMI Win32_Process class and method create to execute code remotely across my environment.
Branch: master~ | ThreatHunter-Playbook / pla

11047 windows managemer|. Attack Simulation Dataset

9

cyb3rward0g ThreatHunter Playbook 2.0

Environment Description

0 contributors o o A mordor dataset to simulate the use of of WMI Win32_Process class and
- method Create to execute code remotely

A mordor dataset to simulate the use of of WMI Win32_Process class and
method Create to execute code remotely

wimnic_add_user_backdoor

. . .
WMI WII‘I32_PFOCES- oire invoke wmi debuager A mordor dataset to simulate the use of of WMI Win32_Process class and

method Create to execute code remotely

Execution

Playbook Tags Recommended Data Sources

ID: WINEXEC1908610201010

Event . Audit Audit Sub- ATT&CK Data
_ U Event Name Log Provider
Auther: Roberto Rodriguez @Cyb3ry| |ID Category Category Source

References: e . Microsoft-Windows-Security- | Detailed ) Windows Event
58 |Anew process has been created - i Process Creation
Auditing Tracking Logs

An account was successfully Microsoft-Windows-Security- [ Audit Windows Event

ATT&CK Tags
Audit Logon

Tactic: Execution, Lateral Movement : logged on Auditing Logon/Logoff Logs

Technique: Windows Management In Process Creation Microsoft-Windows-Sysmon Process Monitoring
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The ThreatHunter Playbook Project (Playbook)

& github.com

hunters-forge / ThreatHunter-Playbook @ Watch~ | 278 HStar 17k | YFork 394

<y Code lssues 2 Pull req

Data Analytics

Branch: master~ | ThreatHunter-Pla

11047 windows. Initialize Analytics Engine

b 2rward0e Thresthunter Blavbook 2 from openhunt.logparser import winlogbeat
e s e A s from pyspark.sql import SparkSession

0 contributors
wWin = winlogbeat()

spark = SparkSession.builder.appName("Mordor”).config("spark.sql.caseSensitive™, "True").getOrCreate
print(spark)

<pyspark.sgl.session.SparkSession object at ex7fefdsdaffde:
WMI Win32_
Execution Prepare & Process Mordor File

Playbook Tags : | mordor file = win.extract nested fields("mordor/small datasets/empire wmic add user 2819-85-18231333.jso
n",spark)

ID: WINEXEC 190810201
Processing a Spark DataFrame..

Reading Mordor file..

Processing Data from Winlogbeat version 6..
DataFrame Returned !

Author: Roberto Rodrigy

[
[
References: %

ATT&CK Tags

Tactic: Execution, Laters

Register Mordor DataFrame as a SQL temporary view

Technique: Windows M In [4]: mordor file.createOrReplaceTempView( "mordor file™)
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The ThreatHunter Playbook Project (Playbook)

& github.com/hunters-forge/ThreatHunte

Validate Analytic Il

hunters-forge / ThreatHunter-

FP

¢ Code ssues @ Pl e Source | Analytic Logic Description

SELECT @timestamp, computer_name, User, Image, CommandLine FROM Look for wmiprvse exe
mordor_file WHERE channel = "Microsoft-Windows-Sysmon/Operational” AND spawning processes that are
event_id = 1 AND lower(Parentimage) LIKE "%wmiprvse exe" AND NOT Logonld |part of non-system account
= "0x3e7" SES3I0NS.

Branch: master = Thr'eatHunter-PIay
T1047_windows_m

cyb3rward0g ThreatHunter Playbook 2.0

0 contributors In [6]: | sysmon_process df = spark.sql(

User, Image, Commandline

computer_name,

Ca 1t e o -
Microsoft-Windows —5}’5-‘.’.‘6-’?; Operational

WMI W|n32_F AND I'.-_“.-:.-'Ef"T_"-:'ﬁ.f'E'.”‘L'T.'?‘.‘ﬁg‘E) LIKE "Fwmiprvse.exe"

Execution AND NOT LogonId = "8x3e7

Playbook Tags
1D: WINEXEC190810201d

Auther: Roberto Rodrigug

| computer_name |User
References:

ATT&CK Tags

|2819-85-18T723:14:57.879Z |IT@el.shire.com|SHIRE\pgustavo |C: \Windows\System32\net.exe|net user /add backdoo
Tactic: Execution, Lateral

r paw@rdl|

Technique: Windows Man
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@ github.com/hunters-forge/ThreatHunter-Playbook/blob/master/playbooks/windows/08_lateral_movement/T104

The ThreatHunter Playbook Project (Playbook)

hunters-forge / ThreatHunter-Playbook @ Watch~ | 278 HStar 17k | YFork 394

<» Code Issues 2 Pull requests 3

Detection Blind Spots

Branch: master~ | ThreatHunter-Playbook / playboo

T1047_windows_management_insf Hunter Notes

eyb3rward0g ThreatHunter Playbook 20 Stack the child processes of wmiprvse.exe in your environment. This is very helpful to reduce the number of false positive
and understand your environment. You can categorize the data returned by business unit.

0 contributers Look for wmiprvse.exe spawning new processes that are part of a network type logon session.

Enrich events with Network Logon events (4624 - Logon Type 3)

Hunt Output

WMI Win32_Process G

. Catego B MName
Execution gory | vp

Signature | Sigma Rule | sysmon_wmiprvse_spawning_process. ym

Playbook Tags Signature | Sigma Rule | win_wmiprvse_spawning_process.ymi
ID: WINEXEC190810201010

Auther: Roberto Rodriguez @Cyb3arWard0g REfE rences

References:

ATT&CK Tags » https.//posts. specterops.io/real-time-sysmon-proces

« hittps:/iwww, youtube com/watch?v=iiaPeXEns

Tactic: Execution, Lateral Movement

Technique: Windows Management Instrumentation (T1047)
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The ThreatHunter Playbook Project (SIGMA Rules)

& github.com

hunters-forge / ThreatHunter-Playbook @ Watch~ | 278 17k YFork 394

£» Code lssues 2 Pull requests 3 Projects 0 ! / nsights

Branch: master v | ThreatHunter-Playbook / signatures / sigma / Create new file | Upload files = Find file = History
cyb3rwardlg ThreatHunter Playbook 2.0 .. test commit e18b+28 on Aug 16

powershell_alternate_powershell_hosts.ym Thr unter Playbook 2.0 win_ad_object_writedac_access.yml

powershell_remote_powershall_session.ym hr unter Playbook 2.0 d_replication_non_machine_accountym

. win_ad_replication_user_backdoor.yml
sysmon_alternate_powershell_hosts_moduleload.ym nter Playbook 2.0 vin_zd_rep —HEEl e i

win_dpapi_domain_backupkey_extraction.ym

sysmon_alternate_powershell_hosts_pipeyml Thr nter Playbook 2.0
) o win_dpapi_domain_masterkey_backup_attempt.yml hr unter Playbook 2.0

sysmon_createremotethread_loadlibrary.ymil hr nter Playbook 2.0

win_lsass_access_non_system_account.yml hr unter Playbook 2.0
sysmon_non_interactive_powershell_execution.yml hr nter Playbook 2.0

win_non_interactive_powershell.yml hr nter Playbook 2.0
sysmon_powershell_execution_moduleload.yml Thr nter Playbook 2.0

win_protected_storage_service_access.yml hr nter Playbook 2.0
sysmon_powershell_esxecution_pipe.yml hr nter Playbook 2.0 _ _

win_remote_powershell_session.yml
sysmon_rdp_registry_modification.yml hir unter Playboock 2.0 ) ) ) ) N

win_sam_registry_hive_dump_via_reg_utility.ym

sysmon_remote_powsershell_session_network.ym hr unter Playbook 2.0

win_sam_registry_hive_handle_request.yml

sysmon_remote_powershell_session_process.yml hr unter Playbook 2.0 . .
SRS TR — - S : win_scm_database_handle_failure.yml
sysmon_wdigest_registry_modification.yml hr unter Playbook 2.0 P o gy S
= e J- dtibtl.y t i = win_scm_database_privileged_operation.ym

sysmon_wmi_module_load.yml hr unter Playbook 2.0 win_syskey_registry_access.yml

sysmMon_wmiprvse_spawning_process.ym| hr unter Playbook 2.0 win_wmiprvse_spawning_procass.yml Thr unter Playbook 2.0
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Outline - New Stuff

NEW:STUFF New NEW
3 . Stuff STUFF

2 ﬂ\_ B ; IF ys \
A a : . .
P ’ e p + |

NEW STUFF
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Outline — New Stuff
T1064 - Scripting
VBS Scripts

Scripting

Adversaries may use scripts to aid in operations and perform multiple actions that would

ID: T1064
Tactic: Defense Ev:
Platform: Linux, m:

itical resourc Permissions Required: User

Data Sources: Pro monitoring,
File monitoring, Pro
parameters

55 monitoring mechanisms by directly inter
s for Windows incl

scripts.

Defense Bypassed:
whitelisting, Data B n Prevention,
Exploit Prevention

Version: 1.0
Malic = TOS : execution than so

through Exploitation for Client Execution, where adversaries will rely on macros being allowed

or that the user will accept to activate them.
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Procedure Examples

Name Description
° JCry has used VBS scripts. 5]
O u t I I n e N eW St U ff JHUHUGIT uses a .bat file to execute a .dll. (&7
JRAT has been distributed as HTA files with VBScript+JScript. 54

Ke3chang has used batch scripts in its malware to install persistence mechanisms. 9]

T 1 O 64 S C r I pt I n g KeyBoy KeyBoy uses Python and VBS scripts for installing files and performing execution. [59]
V B S S C r I pts Keydnap Keydnap uses Python for scripting to execute additional commands. [22

Koadic performs most of its operations using Windows Script Host (Jscript and VBScript) and runs arbitrary shellcode . &

SC r | p't | I"] g azarus Group A Destover-like variant used by Lazarus Group uses a batch file mechanism to delete its binaries from the system. [12]

Leafminer infected victims using JavaScript code. [50)

Adversaries may use SEI’IDtS toaidin ODE“I’GUDHS and []'El'f Leviathan has used multiple types of scripting for execution, including JavaScript, JavaScript Scriptlets in XML, and VBScript. 27

otherwise be manual. Scripting is useful for speedingup+

Magic Hound malware has used .vbs scripts for execution. [62]

time required to gain access to critical resources. Some s

menuPass has used malicious macros embedded inside Office documents to execute files. (781 [7]

bypass process monitoring mechanisms by directly intere

MoonWind uses batch scripts for various purposes, including to restart and uninstall itself. [1]
APl level instead of calling other programs. Common scri
MuddyWater has used VBScript and JavaScript files to execute its POWERSTATS payload. MuddyWater has also used Microsoft

MBScript and PowerShell but could also be in the form of scriptlets, macros, and PowerShell scripts. [ 891 701 711 (721 21]

NanHaiShu NanHaiShu executes additional Jscript and VBScript code on the victim's machine. 23!
Scripts can be embedded inside Office documents as ma
NanoCore NanoCore uses VBS and JavaScript files. =7
files used in Spearphishing Attachment and other types o
NavRAT NavRAT loads malicious shellcode and executes it in memory. (3¢
Malicious embedded macros are an alternative means of
_ OceanSalt OceanSalt has been executed via malicious macros. [41]
through Exploitation for Client Execution, where adversari
Oilrig has used various types of scripting for execution, including .bat and .vbs scripts. The group has also used macros to deliver

or that the user will accept to activate them. - malware such as QUADAGENT and OopsiE. 751 76125112 77
OopslE creates and uses a VBScript as part of its persistent execution. 125 [26]
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Why should | care about VBS scripts?

VBS based Malware & RAT families
vjWorm
H-Worm / Houdini RAT
WSH-RAT (let’s call it “Wish-RAT”)

Jaria infostealer

Persistence methods using VBS scripts 35 orime TenienpeNEaress mem
DrOpping VBS to Sta rtup FOIder """""""" > 28 memstr HawkEye Keylogger

. . . memstr Predator Pain
Dropping URL file to Startup Folder calling VBS Rt et e
. 85 memstr rat nanocore
Used by many Malware families 38 memstr_rat remcos
6 meEmMsStr rat wshrat

NanoCore RAT B

. pcap java rat Luminosity Link pdck3t
NetWire RAT ~iova rat | P—

20 pcap java rat adwind JBifrost

AdWInd /JBIfrOSt : pcap rat Revenge RAT

b pcap rat netwire
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Why should | care about VBS scripts?

VBS based Malware & RAT families S[:ED
vjWorm
H-Worm / Houdini RAT
WSH-RAT (let’s call it “Wish-RAT”)

are linked by e

Persistence methods using VBS scripts
Dropping VBS to Startup Folder
Dropping URL file to Startup Folder calling VBS

Used by many Malware families
NanoCore RAT
NetWire RAT
AdWind / JBifrost

CERT-EU 2019 Annual Conference | Tom Ueltschi | Practical Threat Hunting | TLP-WHITE

D) over the past 18 months and still ongoing. The
Row Labels ©_Count of MDS
Adwind RAT
Imminent Monitor RAT
nfa (vet unknown)
ManoCore RAT
ManoCore RAT
CyberGate RAT
ManoCore RAT
VBS/Dunihi / Houdini RAT
Metwire RAT
/Dunihi /

Houdini RAT

VBS
W5H-RAT
WS5H-RAT

ManoCo
(blank)
Grand Total

re RAT

o
o

22

attacks



Why should | care about VBS scripts?

{t @& joesandbox.com

JESandbox

‘ Analysis Process: wscript.exe PID: 3924 Parent PID: 4764

General

"Coded by v_B01" 5 Q

2, Al &) Images [ Videos (@ Maps & Shopping i M Settings

i L

About 248 results (0.23 seconds)
PP Automated Malware Analysis Report for Colis-1.vbs - Joe ...
https:/fwww joesandbox.com » analysis » pdf =
2018 - 11d470c0e7a5603da354 144991 854f7dd9c8b142a772¢
4b5af. File Content Preview: ' Coded by v_B01.

File Written

File Path Offset Length Value Ascii Completion

C:\WUsers\user\AppData\Roaming\Colis-1.vbs 0 11723 272043 6f6465 °Coded byv_B01..0On success or wait
64 2062 79 20 76 ermror resume next....j =
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Show windows behavior

Source

Count Address Symbol

1

7395A602 CopyFileW



https://www.joesandbox.com/analysis/99489/0/html

Why should | care about VBS scripts?

I { @& joesandbox.com

JJESandbox

viWorm

Startup Dropped Domains/IPs Static

‘ Analysis Process: wscript.exe PID: 3924 Parent PID: 4764

General

Path: CWindows\Sys\WOW&4wscript. exe
Wowbd process (32hit): true

Commandline: C:\Windows\System32\WScript.exe’ 'C\Users\user\Desktop\Colis-1.vbs'

B T

File Written

Show windows behavior

File Path Offset Length Value Ascii

CUsers\userAppData\Roaming\Colis-1.vbs 0 1723 272043 6f6465 'Codedbyv B01.On
64 20 62 79 20 76 ermror resume next... j =
5423031 0d0a amray{ChrW(a7) &

C\Users\userAppData'Roaming'\Microsoft\Windows\Start 0 11723 272043 6f646564 'Codedbyv B01..On _ Source
Menu\Programs\Startup\Colis-1.vbs 20 62 79 20 76 5f 42 emor resume next.._j = :;;:;::t;Tn;a|t ?0“”1 ?j;;:;;z :::12::_
30 31 0d Oa 4f 6e 20 amay(ChrW(87) & '
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https://www.joesandbox.com/analysis/99489/0/html

Why should | care about VBS scripts?

C:\Use
Menu

I { @& joesandbox.com

Persistence and Installation Behavior:
Windows Shell Script Host drops VBS files

Source: C:\Windows\SysWOW6Ed\wscript exe File created: C:\Users'user\dppData\Roaming\Caolis-1.vbs

Source: C:\Windows\SysWOWbEd\wscript exe File created: C:\Users\user\dppData‘\Roaming\Microsoft'WWindows\Start Menu\Programs\Startup'\Colis-1.vbs

Boot Survival:

Drops VBS files to the startup folder

Source: C:\Windows\SysWOWE4wscript.exe File created: C:\Users\user\AppData\Roaming\Microsoft'Windows'\Start Menu\Programs\Startup'Colis-1.vbs

Source: C\Windows\system32wscriptexe  File created: C\Users\userdppData‘\Roaming\MicrosoffiWindows\Start Menu\Programs\Startup\Colis-1.vbs

4 Source: C:'\Windows\System32wscript exe  File created: C:\Users\user\AppData\Roaming\MicrosofttWindows'\Start Menu\Programs\Startup'Colis-1 vbs

Uses schtasks.exe or at.exe to add and modify task schedules

Creates a start menu entry (Start Menu\Programs\Startup)

Source: C:\Windows\SysWOWGE4wscriptexe File created: C:\Users\user\AppData\Roaming\MicrosoftWindows'\Start Menu\Programs\Startup'Colis-1.vbs
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https://www.joesandbox.com/analysis/99489/0/html

Why should | care about VBS scripts?

Persistence methods using VBS scripts
Dropping URL file to Startup Folder calling VBS

<path>C:\Users\user’\AppData’\Roaming\Microsoft\Windows\5tart Menuh\Programs\Startup\fgllLE3rQ.url</path>
EOlQ—OS—EE_TEerppEdHfglLKSIQ.arl.ﬂ.dr

[InternetShortcut]

UORL=file:///C:/Users/luketaylor/AppData/Roaming,/WIN45/kI4RgeU5.vbs
<path>C:\Users\user\AppData’\Roaming\Microsoft\Windows\5tart MenuhPrograms\Startup’\lsrSBocvD.url</path>
2019-08-2% 3/dropped/lsrSBcvD.url.0.dr

[InternetShortcut]

URL=file:///C:/Users/luketaylor/LppData/Roaming/LZ5chemas,/05tGbHDT . vhbs
<path>C:\Users\user\AppData’\Roaming\Microsoft\Windows\5tart Menuh\Programs\Startup\F1Grb22Z5.url</path>
20159-05-08 S/dropped/FlGrb228.url.0.dr

[InternetShortcut]

URL=file:///C:/Users/luketaylor/LAppData/Roaming/Downloaded Program Files/3DwgHZ4f.vhs
<path>C:\Users\user\AppData’\Roaming\Microsoft\Windows\5tart Menu'\Programs\Startup\4W0sXhZV.url</path>
2019—0E—lO_SGEdIDppEdIQWOERhEV.arl.O.dr

[InternetShortcut]

URL=file:///C:/Users/LUKETLA~]1/AppData/Local /Temp/servicing/c3vlLfd44c.vhs
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Why should | care about VBS scripts?

Persistence methods using VBS scripts
Dropping URL file to Startup Folder calling VBS

<path>C:\Users\user\AppData\Roaming\Microsoft\Windows\ S5tart Menu\Programs‘\StartuphfglLK3rQ.url</path>
2019-08-25 7/dropped/ fglLE3rQ.url.0.dr

[InternetShortcut]

URL=file:///C:/Users/luketaylor/appData/Roamning/WIN45/kI4RgeUS.vbs

<path>C:\Users\user\AppData’\Roaming\Microsoft\Windows\5tart MenuhPrograms\Startup’\lsrSBocvD.url</path>
2019-08-2% 3/dropped/lsrSBcvD.url.0.dr

[InternetShortcut]

URL=file:///C:/Users/luketaylor/LppData/Roaming/LZ5chemas,/05tGbHDT . vhbs
<path>C:\Users\user\AppData’\Roaming\Microsoft\Windows\5tart Menuh\Programs\Startup\F1Grb22Z5.url</path>
20159-05-08 S/dropped/FlGrb228.url.0.dr

[InternetShortcut]

URL=file:///C:/Users/luketaylor/LAppData/Roaming/Downloaded Program Files/3DwgHZ4f.vhs
<path>C:\Users\user\AppData’\Roaming\Microsoft\Windows\5tart Menu'\Programs\Startup\4W0sXhZV.url</path>
2019—0E—lO_SGEdIDppEdIQWOERhE?.aIl.O.dr

[InternetShortcut]

URL=file:///C:/Users/LUKETLA~]1/AppData/Local /Temp/servicing/c3vlLfd44c.vhs
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Why should | care about VBS scripts?

Persistence methods using VBS scripts
Dropping VBS to Startup Folder

8 vbs-startup-folder nanocore
5 vbs-startup-folder netwire

Dropping URL file to Startup Folder calling VBS

32 url-startup-folder nanocore
7 url-startup-folder netwire

NanoCore and NetWire samples analyzed in 2019

176 2019-samples—-nanocore
69 2019-samples—netwire
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Hunting for suspicious VBS scripts

(index=it_bapo index=it_sysmon} sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational”
FrocessCreate (cscript.exe WICript.exe)
search (Image="+\‘\cscript.exe" Image="= \wscript.exe")

rex field=CommandLine ".*\\\\(7<VbsFilename_NoPath>[*%\\\\:J*\. ([cCvVwW][bBmMsS][aAdDeEfFhHsS]|[jT1[sS1))[*a-zA-Z]. "

ey field=VbsFilename_MoPath ".=#\.(7<VbsFilename_Ext>[z-z4

=yal VYbsFilename_Ext=lower(VbsFilename_Ext)

n #

ey field=Image ".*=\\\\(?<Image_fn=[*\\\AW1=)"
rex field=ParentImage ".*\\\\(7<ParentImage_fn>[*\\\\]*)"
2yal len_filename = len(VbsFilename_MoPath?)

search YbsFilename_MoPath!="Lohn Tabellel.xlsx #.wbs

lc(VbsFilename_MoPath)
lc(Image_fn)
lc(ParentImage_fn)
lc(CommandLine? CmdLines
fc(ComputerName) Clients
count WbhsFilename_Ext

| sort -count

T SRS R Y| P P IS SRS FoEee e, (T i (B s T
[ 7AM9 12:00:00.000 AM to 10/2219 12:00:00.000 AM) Wo Event Sampl

> 90 days =2 2.8M events from > 25K endpoints (= all)
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Hunting for suspicious VBS scripts

(index=it_bapo index=it_sysmon} sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational”
FrocessCreate (cscript.exe WICript.exe)
search (Image="+\‘\cscript.exe" Image="*\\wscript.exe")
rex field=CommandLine ".*\\\\(7<VbsFilename_NoPath=[*\\\\:J*\. ([cCvVwW][bBmMsS][aAdDeEfFhHsS]|[jT1[s5]))[*a-zA-2]. ="
ex Tield=VbsFilename_NoPath ".#%, (7<VbsFilename_Ext>[a-z#
=yal VYbsFilename_Ext=lower(VbsFilename_Ext)

rex field=Image ".*\\\\(?<Image_fn>[*\\\\1%)"

rex field=ParentImage ".*\\\\(7<ParentImage_fn=[*%\\\I*x)"

VbsFilename_Ext de(VbsFilename_MoPath) Fa de(lmage_fn) dc(Parentimage_m) CmdLines

o L

a far o RS ST AR R A5 . Fd ANy WYY AR AN [ oyt & oo M
A9 12:00:00.000 AM to 10,2219 12:00:00.000 AM) Mo Event Sampling =

> 90 days =2 2.8M events from > 25K endpoints (= all)
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Parent - Child Relationship
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Hunting for suspicious VBS scripts (ChildProcess)

I (index=it_bapo index=it_sysmon) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational”
ProcessCreate (cscript.exe wscript.exe)

3 | search (ParentImage="#\\cscript.exe" ParentImage="#\\wscript.exe")

4 | rex field=Image ".

ex field=ParentImage ".*\\\\({7<ParentImage_fn>[*\\\\]1*)"

do{CommandLine) CmdLines
dc{Computeriame ) Clients

count FarentImage_fn Image_fn

2 530634 events (10/14/19 1:00:00.000 AM to 10/2119

S B L

Extract Image filename

Extract Parentimage filename
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Hunting for suspicious VBS scripts (ChildProcess)

I (index=it_bapo index=it_sysmon) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational”
ProcessCreate (cscript.exe wscript.exe)

3 | search (ParentImage="#\\cscript.exe" ParentImage="+"\wscript.exe")

4 | rex field=Image ".

ex field=ParentImage ".*\\\\({7<ParentImage_fn>[*\\\\]1*)"

Image_fn g CmdLines

powershell . exe
W1NHTTPproxy2MIF . exe

LoczlPowerUsers2MIF. exe

UserProfileInfo2MIF.exe

HBAWWNZMIF . exe

Powershell most frequently executed from VBS scripts

**2MIF.exe all have almost equal numbers, look related (legit)
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Hunting for suspicious VBS scripts (ChildProcess)

(index=1it_bapo index=it_sysmon) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational”

FrocessCreate (cscript.exe WsCcript.exe)

search (ParentImage="#\\cscript.exe" ParentImage="#\\wscript.exe")

n r

rex field=Image ".®= N\ (Y<Image_fn>[*"V\AAWIx)"

1=ParentImage ".*=\\\(?<ParentImage_fn=[*"\\\1=)"

Image_fn CmdLines
powershell . exe

Image_fn

Uedit32.exe
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Hunting for suspicious VBS scripts (ChildProcess)

Time
1011719
2:33:01.000 PM

"crcsc:t—ulnxu.

- o = - -
mage: C:\Windows\Systen

leVersion: 10.8.17763.1
escription: Microsoft(C)

Product: Microsoft® Windows® Operatir
o L T,
Company: Microsoft Corporation

CommandLine: "C:\WINDOWSA\SYSTEM32\regsvriZ.exe" \\ \ =15 rel:pTent=T::13=Fackaging=5c"iptg=311=Euid.d11
CurrentDirectory: |l Package-Development \Appl \WXX\Common\SAP-CRYSTALREPORTS-RUNTIME\ 2008,

C:\Windows\System32\wscript.exe
ParentCommandLine: "C:\WIND WS ' L--'-E-:-'i|:-'..5-rﬁe" - Package-Developmenti\Tools\Packaging) E-:-'i|:-'.’-' ddSetting
sToMsiScript.vb WY \ \ \ Common’\SAP-CRYSTALREPORTS-RUNTIMEN2008. 3,001 \5AP-CRYSTALREP
ORTS-RUNTIME_20@8.3

Terminalsessionld: 1
IntegrityLevel: Medium

ashes: MD5=DABE9IATTTTDI16AE18BDIC

yrentProcessGuid: {798d6656-5FTcC
55

irentProc

Id: 11596

yrentImage: C:\Windows\Syst L.ex

srentCommandLine: "C:\WINDOWS\Sy 132\WScript.exe" '--4ﬁ36L5-PE'k“"ﬂ—iﬂvﬂlﬂrTnn'-T::ls-Pa'kEEIH"- '“ir'3=lddSe::ing
sToMsiScript.vbs" "\\h@5815 e - opment i Appl \WXX\C Common\SAP-CRYSTALREPORTS-RUNTIME\ 2005 . 3\0@81\SAP-CRYSTALREP
ORTS-RUNTIME_20@5.3_C_001.msi"
Collapse

CERT-EU 2019 Annual Conference | Tom Ueltschi | Practical Threat Hunting | TLP-WHITE




Measure Length
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Hunting for suspicious VBS scripts (filename length)

ipt.exe") CommandLine="#\\Usersi\#

cCvVwW][bBmMs5 J[aAdDeEfFhHsS]|[iT10s51) ) [*a-zA-2]. +"

2val VbsFilename_NoPath = replace(VbsFilename_WoPath,|"

=val len_filename_trimmed = len(VbsFilename_NoPath)

mandLine) CmdLines
dec{ComputerName) Clients
count len_filename len_filename_trimmed VbsFilename_NoFath

| sort -len_filename

v 346 events (//419 12:00:00.000 AM to 10/2A19 4:36:09.000 PM)

— Look for (very) long filenames, e.g. to “hide” the real extension (double-ext.)
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Hunting for suspicious VBS scripts (filename length)

(index=it_bapo index=it_sysmon) sourcetype="WinEwventLog:Microsoft-Windows-5Sysmon/Operational”
FrocessCreate E]ZS-Z ript.exe WSCript.exe)
Image="=\\wscript.exe") CommandLine="#\\Usersi\="
| rex field=CommandLine ".#=\\\\(7<VbsFilename_WoPath=[*\\':J1*\ . ([cCvVwW][bBmMsS][aAdDeEfFhHsS]|[§T1[s5]1))[*a-zA-
len_filename len_filename_trimmed CmdLines Clients
VbsFilename_MNoPath values(image) values{Parentimage)

Lohn Tabellel.xlsx CiiWindowshSystem32hcs L. exe C:\Windows®

many_SPACES_removed] .vbs

WPE-History.log -1 WPE, Install,
Config_WPE.vbs

Test2.vbs -o -1 WPE, Install,
Config_WPE.vbs

18/installer/server/initcluster. vbs Ci\W shSystem32hcs 2 C: '-.Lsers_tu:.-.

18.18-1-windows-x64. exe

11/installer/server/initcluster.v

len_filename len_filename_trimmed
VbsFilename MoPath

— Look for (very) long filenames, e.g. to “hide” the real extension (double-ext.)
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Hunting for suspicious VBS scnpts (fllename Iength)
| 2 B B = | Lohn Tabellel. - WinZip Pro
“ Unzip/Share = Edit Backup Tools  Settings
E?‘ (®) Al Files

Tm Location: I1Ir-|*|||;jl' (O) selected Files 5'33:':*"

B B .-1 = | Lohn Tabellel, - W Irl._lr_l Pro

Unzip/Share Edit Backup Tools Settings

E?q (®) All Files

"= Location: IL;':;_ () selected Files 5'33:':*"

Unzip Files to Unzip

Unzip Files to Unzip

Lohn Tabellel..zip

Lohn Tabellel..zip

Type Muodified Type Modified Size Packed Path

Tabellelxl=x

Lohn Lohn “
Tabellel xls... ‘Tabelle1 xls
X i

['ohn '

a Security
Updates.xlsx
Security Size
Updates.xlsx XIS 04.2019 14:05
wbs ——

— Look for (very) long filenames, e.g. to “hide” the real extension (double-ext.)
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Hunting for suspicious VBS scripts (susp FN / parents)

type="WinEventLog:Microsof t-windows-5Sysmon/Operational”

ahdDeEfFhHsS]|[jT10s5]))[*a-zA-Z]. "

_filename len sFilename_MWoPath)

ilename_MoPath!="Lohn Tabellel.xl

CmdLines

Clients
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Hunting for suspicious VBS scripts (susp FN / parents)

(index=it_bapo index=it_sysmon) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational”
FrocessCreate (cscript.exe wscript.exe)
| search (Image="#\\cscript.exe" Image="#\\wscript.exe") CommandLine="#%\Usershix"

| rex field=CommandLine ".#*\\\\{7<VbsFilename_NoPath>[*%\\\:J*\.([cCvVwW][bBmMsS][aAdDeEfFhHsS]|[jT1[s5]1))[*a-zA-Z].*"

VbsFilename_Ext values{VbsFilename_NoPath) s values{image) o values(Parentimage) F 4 CmdLines

vbs 18/installer/server/initcluster.vbhs C: \WINDOW C:\Program Files (x \Beyond Compare 3\BCompare.exe
WIMDOW tem32h g C:\Pr 1 Files \ 1isk Sentinel%HDSentinel.exe
ndows® 1 Files i
1 Files Cros 216%0UTLOOK . EXE

1 Files (x \WMicrosoft v138\Tools\Binn\ManagementStudio\Ssms. exe

11/installer/server/initcluster.vbs

1 Files APYFront plogon. exe
1 Files WIFT\Alliance te2\ConfigTool. exe
1 Filesh

am FileshAw

\ stor LiteZFilelocatorlLite.exe
Fichier.wbs C:\Pr 1 Filesh ar werIso.exe

Focus.v

count VYbsFilename_Ext
| sort -count CmdLines count

- =
il
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Hunting for suspicious VBS scripts (susp FN / parents)

(index=it_bapo index=it_sysmon) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational”
FrocessCreate (cscript.exe wscript.exe)
| search (Image="#\\cscript.exe" Image="*\wscript.exe") CommandLine="*\\Users\\*

values(VbsFilename_MoPath) values(Parentimage)

VbsFilename_Ext r Vi i count

vbs 10/insta / finitcluster. W] C:A\Program Files (x86)\Beyond Compare 3\BCompare.exe 22065
1 100853, vh: f C:\Program Files (x86)\Hard Disk Sentinel‘\HDSentinel.exe
¥ jredib VE.BxE

ADE cIn_l*nﬁ'Elch-hllw—Hs’“P* vbs :: C:\Program Files (x86)\Microsoft -"':.AD“ice'EEELTLDEH.EiE

A11eGLSEXSAT _kopieren - Kopie.vbs I C:\Program Files (x86)\Microsoft SQL Serwer\13@\Tools\Binn‘ManagementStudio“Ssms.
CommzndPromptHere. vbs C:\Program Files (x88)\SAP\FrontEnd\SapGuit\saplogon.exe

aotolntrd 11 /installer/ finitcluster.vbs P C:MProgram Files (x86)\Jawva\
411eGLSE! C

Shq . — g ! - . i I W 5 —T% i i iy B . -1
ounioadl] COPYForProduktion.vbs C:\Program Files (x86)\SWIFT\Alliance Lite2\ConfigTocl.exe
Fichier. ' CopyForProduktionServer.vbs C:A\Program

Focus. vbd

CopyForProduktionVDI. vbs CiWProgram Files\Avidemux 2.7 VC fd4bitsiUninstall Avidemux WC
CreateShortcut.vbs C:\Program Filesh

DownLoadTest.vbs C:vProgram Files\Mythicsoft\FileLocator Lite\FilelLocatorLite.exe
Fichier.vbs C:\Program Files

Focus. vbs C:\Temph\7-Z1pPortable’\7zFH. exe

E_CheckRegUninstallkey.vhs CihUsershy shAppDatatLocal\Temph,

IT-Shop. vbs C:hvUsershy 'a%pﬂtaiaaLccalATeTEAnﬂt_clcuna'ﬂ.3.:.' B3hproducer, ex

KillTaskAP_ProgramList.vbs C:\Usershy WDownloadsh\postgresgl-11.5-1-windows-x64, exe

Loop. vbs CivUsersh WAppDatatLocal\Temp' SapSmartDel  exe

Mai CivlUsersh vhppDatatLocaldlearnpulse\Screenpresso’\SCreenpresso, exe
C:hUsersh Downloads\postgresqgl-11.5-1-windows-x64. exe
CivUsersh YDownloads\postgresgl-11.5-1-windows-x64, exe
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Hunting for suspicious VBS scripts (susp FN / parents)

(index=it_bapo index=it_sysmon) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational”

FrocessCreate (cscript.exe wscript.exe)

Image="#\\wscript.exe") CommandLine="#%\Usershix"

VosFilename Ext F

values(WbsFilename__MNoPath)

GetReportsFordllGPOs. wsf
GetReportsForGPO. wsf
QueryFileInfo.wsf

CleanUpADGroups.VBS
MoveltDonesetstatus_JBL.VBS

tatus.VB5

-'."h-...-—l.._.'.._-\-.'-'.-.-l.._'.'..—
ORI A5 10 A =
M e b B T S e = L U T

3

hostscript. j
jquery.nanogallery2.
jquery.nanogallery?2.

>

values{Parentlmage)

=3 IYAppDatatLocal\Temp 744 eft
5% AppDatatLocal\Tempi\nsodABS. tmpheft

wshexplorer. exe

I AopData\Local \Adersoft\Vhsedit

C:\Windows\explorer.exe

C:\PROGRA~1\AdoptOpenIDKhjdk-12.8
C:\Program Files (x86)\Common
C:\Program Files®

C:\Program Files®

C:\Program Files\Tor

C:\Program Files\Tor

C:\Program Files\nodejshnode.exe
C:\Windowsh\explorer. exe
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ace-installer.exe

t-com-interface-installer.exe

=

\x64\vbsedit.exe

i




* vjWorm
H-Worm
* WSH-RAT

Who is Houdini?
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Hunting for suspicious VBS scripts (Houdini detection

080972018 02:35:36 PM
LogName=Microzoft-Windows-5Sysmon/Cperational
SourceName=Microsoft-Windows-5y=smon
EventCode=1
EventType=4
Type=Information
CDrr.p'.JterHarr.e=_
User=HOT TRANSLATED
S8id=5-1-5-18
S5idType=0
TazkCategory=Proce=zss Create (rule: ProcessCreate)
CpCode=Info
Recordiumnber=225454
Reywords=None
Me=zzage=Frocesz Create:
UtcTime: 135:36.423
ProcessGuid:
ProcessId:
Image: C:‘\Windows\System3Z\wacript.exe
ileVersion: 5.812.10240.16384
Dezcription: Microzoft ® Window=s EBased Script Host
Product: Microzoft ® Windows Script Host
Company: Microsoft Corporation
CommandLine: "C:\Windows\5ystem3Z\w3cript.exe" (/B ”I::\Users\_\RppData\Rcaming‘xWELﬂ{SKEzZ-cg.V'DS"
CurrentDirectory: C:\windows‘system32h
vser: EoST\ |
LogonGuid: { :
LogonId: O0xC844
TerminalSessionId: 1
IntegrityLevel: Medium
Hashes:
ParentProcessGuid: {CZBF324B-3518-5B6C-0000-00101B46E503}
ParentProcessId: 13876
ParentImage: C:\Windowzs\System3Z\cacript.exe
ParentCommandLine: "C:\windows'System32 CScript.exe"
mCh, Users‘-.-.i'app:ata‘-.lmca'_‘-.:'err.p‘-.:'err.p 1 Papu Questionnaire.zip\Questionnaire Secretariat Papu.vbs"
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Hunting for suspicious VBS scripts (Houdini detection)

08/058/2018 02:35:36 BM
LogName=Microzoft-Windows-5Sysmon/Cperational
SourceName=Microsoft-Windows-5y=smon
EventCode=1

EventType=4

Type=Information

ComputexNanc~

User=HOT TRANSLATED

S8id=5-1-5-18

S5idType=0

TazkCategory=Proce=zss Create (rule: ProcessCreate)

ParentImage: C:‘\Windows'System3zZ“csacript.exe
ParentCommandLine: "C:\windows\System3Z\CScript.exe"
oo Users‘-.-.f-app]:ata‘-.lr:u:a'_"-.'i'err.p‘-.':err.p 1 Papu Questionnaire.zip\Questionnaire Secretariat_ Papu.vbs"

Frocez=T0: 738
Image: C:\Windowz\Sysztem3Z\wacript.exe
ileVerzion: 5.812.10240.16384
Dezcription: Microsoft @ Windows Ba=sed Script Host
Product: Microsoft @ Window=s Script Host

Company: Microsoft Corporation
CommandLine: "C:\Windows\System3Z\wacript.exe™ //B "l::EUSEISR_EhppDatachamingRWEuHSEEzi-cg.v)::-s"

Togonid: OXCEZ4E
TerminalSessionId: 1
IntegrityLevel: Medium
Hashes: MDS=03ESDFD4C1EDTSTe3EER136CFZ2ZCTARBE, TMPHASH=902T483T2R9 750881625241 04ETTCLORBS
ParentProcessiGuid: {CZBF324B-3518-5B6C-0000-00101B46ES03}
ParentProcessId: 13876
ParentImage: C:\Windowzs\System3Z\cacript.exe
ParentCommandLine: "C:\windows'System32 CScript.exe"
mCh, Users‘-.-.i'apptata‘-.lmca'_‘-.:'err.p‘-.:'err.p 1 Papu Questionnaire.zip\Questionnaire Secretariat Papu.vbs"
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Hunting for suspicious VBS scripts (Houdini detection)

alert_sysmon_houdini_infection_filecreate_5m

{index=1t_bapo

index=it_sysmon) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational"
{ FileCreate FileCreateStreamHash ) [ cscript.exe wscript.exe )
| search { Image="#\\cscript.exe" Image="#"\wscript.exe" )
TargetFilename="#\\5tart Menu“\*\\Startup

"TargetFilename: "
count

vi.vbsx" TargetFilename!="#:Zone.Identifier"
CreationUtcTime: " CreationUtcTime ",
ComputerName TaskCategory ProcessId Image Details
| sort ComputerMame TaskCategory ProcessId

TargetFilename ",

Hash: " Hash Details

alert_sysmon_houdini_infection_processcreate_5bm

(index=it_bapo index=it_sysmon) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational”
FrocessCreate (cscript.exe wWsCcript.exe)
| search (Image="#\\cscript.exe" Image="+\wscript.exe")
(CommandLine="#\\Users\\=\\AppData'\\*.vbsx" CommandLine="+\\ProgramData\\*.vbsx")
(ParentImage="#\\cscript.exe" ParentImage="#"\wscript.exe")

5 Count ComputerName User ProcessId Image CommandLine ParentImage ParentCommandlLine
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Hunting for suspicious VBS scripts (Houdini detection)

alert_sysmon_houdini_infection_processcreate_5bm

(index=it_bapo

CAWindows\System 32

wscnpt.exe

CAWindows\System32

wscript. exe

LEF

C\Windows\System32

wscrpt.exe

index=it_sysmon)
FrocessCreate (cscript.exe

“ript.exe"

wWsCcript.exe)

Y\ \wscript.exe")

'CAWIndows\Systern3 Zwwvscript.exe” /B
WA sers) AppData\local\Ternp

\WQuestionnaire_Secretanat_Papu.vbs”

'CAWindows\Systern3 Zwscript.exe” /B
'CAUsers)
WWZuMSKZzkg vis'

ppData\Roaming

'CAWindows\Systern3 Zwscript.exe” /B

'CAUsers) AppData\Roaming

WWZuMSKZzkg. vbs'

\Systemn3.2

Ywyscript exe

sourcetype="WinEventLog:Microsof t-Windows-Sysmon/Operational”

Parentlmage  ParentCommandLine

CAWindows

Chwindows\System 32N Script.exe™ "

"-u-ﬁ.pp Data\LocalhTemp\Ternp1

sers
\Systern3.2
‘cscript.exe | _Papu_Questionnaire.zip
\Questionnaire_Secretanat_Papu.vbs”
CAWindows
\Systermn3.2

Voseript_exe

'CAwindows\System 32\ 5cript.exe” "Chllsers

ppData\LocalhTemp\Ternp1
_Papu_Questicnnaire.zip
\WQuestionnaire_Secretanat_Papu.vbs”
CMWindows | "CAWWin

dows\system 32Wwscript.exs '
"-.._JSE'"E."-T.-—'LFI pData\Local\Temp

\Juestionnaire_Secretariat_Papu.vbs”

IR
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Hunting for suspicious VBS scripts (Houdini detection)

alert_sysmon_houdini_infection_filecreate_5m

index=it_sysmon) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational"

FileCreateStreamHash ) wscript.exe )
ITEEE="*31aSCFiﬂf.EKE" 3

WWatartuphx.vbs®" TargetFilename!="#*:Zone.Identifier

{index=1t_bapo
{ FileCreate
*racripi.exe"

| search { Image="#\\cC

[ cscript.exe

argetFi ame="x"\\5tart
TargetFilename Start Menuh,
Details

Processld | Image
6736 C:Windows\System32 | TargetFilename: C:\Users\IMAppData\Roaming\MicrosoftWindaws
artup\WZuMSKZzkg.vbs, CreationltcTime

b LK

Ywscript.exe \start Menu\Programs\Sta
2018-08-09 12:35:36.583, Hash:

Targetkilename: CAUse fs"-ﬂxpp Data\Roaming\MicrosoftWindows

W Script.exe Start Menu\Programs\Startup\Questicnnaire_Secretanat_Papu.vbs
CreationUtcTime: 2018-08-09 12:35:36.533, Hash:

etFilename: C ‘-.Llse*5"-J-'-.|:|:|:'ata‘-.Fs‘-:-a'T ngWMicrosoftWindows

Target
Menu\Programs\Startup\Questicnnaire_Secretanat_Papu.vbs

YStart Me
CreationUtcTime: 2018-08-09 12:35:36.533, Hash: MD5=
8242499022683 5FECCE26DB4838EFC35 IMPHASH=

Q0Q0C0000000000000000000000000000

File created (rule: 13876 | Chwindows\Systemn32

FileCreate)
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Hunting for suspicious VBS scripts (Houdini detection)

alert_sysmon_houdini_infection_filecreate_5m

{(index=it_bapo index=it_sysmon) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational"

{ FileCreate FileCreateStreamHash ) ( cscript.exe wscript.exe )

| search { Image="#\\cscript.exe" Image="#"\wscript.exe" )

TargetFilename="#\\5tart Menu‘\x\\Startup\*.vbs=" TargetFilename!="%:7one.Identifier"

| strcat "TargetFilename: " TargetFilename ", CreationUtcTime: " CreationUtcTime ", Hash: " Hash Details

TaskCategory

File created (rule:
FileCreate)

File stream created
(rule:
FileCreateStreamHash)

Processld Image

6224 CAWINDOWS\System32\CSeript.exe

6224 CAWINDOWS\System32\CScript.exe

Details

TargetFilename: C :‘-.Llsers".-'-,ftppData'LH:]arr1ing'ul".-"licrc:-ac:-ﬂ‘-lﬁ!ind ows\Start
Menu\ProgramsiStartup\Colis-1.vbs, CreationUtcTime: 2018-11-05 11:55:14 908, Hash:

TargetFilename: C :‘-.Ll5ers.".-'-ﬂp|:|Data'LH:]aming'ul".-'1icrn::5n::ﬂ‘-.‘u‘.find ows\Start
Menu\Programs\Startup\Colis-1.vbs, CreationUtcTime: 2018-11-05 11:55:14.908, Hash:
MD5=67FDACO01C11D11E0C35D35E5D30D6E0,IMPHASH=00000000000000000000000000000000
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Hunting for suspicious VBS scripts (Houdini detection)

alert_sysmon_houdini_infection_filecreate_5m

{index=1t_bapo index=1t_sy3
{ FileCreate FileCreats
| search { Image="#\\cscript.s
TargetFilename="#\\5tart
| strcat "TargetFilename: " Ta

TaskCategory

File created (rule:
FileCreate)

File stream created
(rule:
FileCreateStreamHash)

Processld Ima

8224 C:N

6224 C:\

Details

TargetFilename
r'n.-‘lenLl'-.F’r-:-gramal

Created / dropped Files

C:Users\userlAppData\Roaming\Colis-1.vbs

Process:

File Type:
Size (bytes):
Entropy (8bit):
Encrypted:
MD5:

SHAT:
SHA-256:

C:\Windows\System32Wwscript exe

ASCII text, with very long lines, with CRLF line terminators

11723

4 623575735612297

false

67FDACO01C11D1MEOC35D35E5D30D6ED
TDOEASFB9384ET3FE116E0SACH85686A18F 3F48B
56680FD4AADBS44BFACSD3043ECET1E9162DF322959273510C3FE1445TF04551F

TargetFilename: C :‘-.Ll5ers.".-'-ﬂp|:|Data'LH:]aming'ul".-'1icrn::5n::ﬂ‘-.‘u‘.find ows\Start 1
Menu\Programs\Startup\Colis-1.vbs, CreationUtcTime: 2018-11-05 11:55:14.908, Hash:
MD5=67FDACO01C11D11E0C35D35E5D30D6E0,IMPHASH=00000000000000000000000000000000
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And now for something completely different...

Startup
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Outline = New stuff

T1060 - Registry Run Keys / Startup Folder
dropping VBS file in Startup folder

Registry Run Keys / Startup Folder

Adding an entry to the "run keys" in the Registry or startup folder will cause the program referenced to be executed when a user logs in.

ID: T1060
Tactic: Persistence
Platform: Windows

System Requireme

require administrato

Data Sources: Windows Registry, File monitoring
CAPEC ID: CA
Contributors: Oddvar Moe, @oddvarmoe

Version: 1.0
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Outline = New stuff

T1060 - Registry Run Keys / Startup Folder
dropping VBS file in Startup folder

& fuzzysecurity.com
Reg ISt @Yl Windows Startup Folder

Tala I,I Falatdats o~
The final technique is a classic, all windows versions, going back to "Windows 3", have starup directories. Any binary, script or application shortcut
which is put in that directory will be executed when the user logs on to the system.

Links:

List Of Major Windows Versions - here

rt Menu\Programs'\Startup
Start Menu'Programs\Startup

rz\Start Menu‘\Programs'Startup

Users' Start Menu'\ProgramshStartup
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Hunting for suspicious VBS scripts (Startup Folder)

<ParentIn

s]ld=CommandLine "s/[\\WW\JUsers[WAANIL

=) dc_CN count

0/2719 9:11:41.000 PM) Mo Event Sampling -
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Hunting for suspicious VBS scripts (Startup Folder)

(index=1t_bapo index=it_sysmon) SourceMame="Microsoft-Windows-Sysmon" ProcessCreate
{ cmd.exe CsCript.exe wsCcript.exe ) startup

search ( Image="#\‘cmd.exe" Image="#'\cscript.exe" 13E S\\wscript.exe" )

s

CommanadlLine="#\\startuphi*

i=Image ".=\\\M\{?<Image_fn=[*\\A\AWIx)"

S I S, R [ T T T T T B o P S, ey

Parentimage_fn f CommandLine count
explorer.exe C t.exe "C\WINDOWS\System324\CScript.ex C:%Users\[redacted]\A lata\Roaming\Microsoft\Windows\Start Menu\Programs\Startup'te

explorer.exe cscript.ex "C: \WINDOWS\System3 cript.exe C:\Users\[redacted]\AppData\RoaminghMicrosoft\Windows\Start Menu\Programs\Startup\

explorer.exe cmd . exe C:\Windows\system32\cmd.exe /c C:\Users\[redacted \AppData\Roaming\Microsoft\Windows\5tart Menu\Programs\sStartup\

explorer.exe cmd . exe C: \WINDOWS\system32\cmd.exe /c ""C:\ProgramData \Windows\Start Menu\Programs\StartUp\LogonScript.cmd" "

explorer.exe cmd. exe C:AWINDOWS\system32icmd. exe /c C:\ProgramData‘\Micr Ft\Windows\Start Menu\Programshsta

explorer.exe cmd . exe C:AWINDOWS\system32icmd. exe /c C:\ProgramData\M tWWindows\Start Menu\Programshst

explorer.exe cmd . exe C: WWINDOWS\system32\cmd.exe Jc C:\Users\[redacted]\A latahRoaminghMicr ftyWindows\e

explorer.exe cmd . exe C:\WINDOWS\system32\cmd.exe /c C:\Usersh\[redacted]\A Jata\Roaming\Microsoft\Window

explorer.exe cmd . exe C:\Windows\system32\cmd.exe /c C:\ProgramData‘\Micr “t\Windows\Start Menu\Programs\s

explorer.exe cmd . exe C:\Windows\system32\cmd.exe fc C:\ProgramData\M t\Windowsh "t Menu\Programs

explorer.exe cmd . exe C:\Windows\system32\cmd.exe Jc C:\Users\[redacted]\A lata\Roaming\Microsoft\Windows\Start Menu\Programshs rtuphLogonScript. cmd
explorer.exe cmd . exe C:\Windows\system32\cmd.exe /c C:\Users\[redacted] \Microsoft\Windows rt Menu\Programsh:

explorer.exe cmd . exe C:\Windows\system32\cmd.exe /c C:\Users\[redacted\AppData\Roaming\Microsoft\Windows\Start Menu\Progra
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Hunting for suspicious VBS scripts (Startup Folder)

(index=it bapo =it sysmon) Sourcelame="Microsoft-Windows-Sysmon" ProcessCreate

WMicrosor tiyWindowsh\Start Menuh\Programs\startup'te

WMicrosoft\WindowshStart Menuh\ProgramshStartuph.
Parentimage_fn Image_fn ~ . . T i Y . - . . b ram . . T s n count
- 9= 9= Coh ctec ! 1ILngyMicr enusProgran = '

explorer.exe cascript.e

explorer.exe cscript.e LARLNOOWS kol
explorer.exe cmd. exe AT

' W1ndow
explorer.exe cmd. exe

Ft\Windows\Start Menu\Programs\S
EXEICFEF.ZLZ cmd. exe

explorer.exe cmd. exe Co\Usersh[redactedd yata\Roamins\Micr EvWindows\Start 1s\Startupite

%XEICFGF.%X%

Microsor ThyW Jowshotart MenuiProgramsistartuph
explorer.exe

explorer.exe cmd . exe Y crambData\Mic tWWindowshSstart MenuhPFro
explorer.exe
explorer.exe
n

explorer.exe cmd. exe C:\Users\[redacted]’ ta\Roaming\Microsof t\Windows\Start Menu‘\Programs\Startup\LogonScript.cmd"

explorer.exe

YWRoaminghMicrosoft\WindowshStart Menuh\ProgramshStartuphi

sftWWindows\3tart Menu\Programsi\startup'ie
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Hunting for suspicious VBS scripts (Startup Folder)

count &

CommandLine
" \WINDOWS\ System3

CAWINDOWS A\ Syste
"C:\WINDOWS\System32\CScript.exe" "
"C:\WINDOWS\Syste

"COWWINDOWS\System32\CScript.exe" "C:\Users\[redacted]‘\AppData‘\Roa g'Microsoft\Windows\Start M “Programs\5Startup‘\update.vbs"

"C:\WINDOWS\Syste Script.exe" "C:\Users\[re 2d I\AppDatahRoaminghM “t\Windows\5tart Menu\Programs\Startup\xserver.vbs"
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Hunting for suspicious VBS scripts (Startup Folder)

(index=1t_bapo index=1t_sysmon) SourceName="Microsoft-Windows-Sysmon" ProcessCreate
{ cmd.exe CsCript.exe wsCcript.exe ) startup
| search { Image="#\‘cmd.exe" Image="#'\cscript.exe" Image="+"\wscript.exe" )

CommandLine="#*\\startupi\*

o

AR <] 1'5;‘9_:|-|';.- RN RNE )] n

dc_CN ~ count
CommandLine

\RoamingyMicrosoft\Windows\Start Menu\Programs\Startup\absoclute-path-to-clipboard.:
t\Windows\Start Menub ims \Startup?,
“tWWindows\Start Menu‘\Programs\Startup\ss
E\Windows\5Start Menub msh\Startupht
“t\Windows\5tart Menu'

Cy\Windows\5tart Menuh
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Hunting for suspicious VBS scripts (Startup Folder)

(index=1t_bapo index=1t_sysmon) SourceName="Microsoft-Windows-Sysmon" ProcessCreate
{ cmd.exe cscript.exe wscript.exe ) startup
search ( Image="#\‘cmd.exe" Image="#'\cscript.exe" Image="+"\wscript.exe"

5
s

CommandLine="*\\startup\\#

field=Image ".=\\\M(?<Image_fn=[*\\\\Ix)"

CommandLine =

Don’t stop at VBS

\Startup\Fw

C:AWINDOWS\system32hcmd.exe fc ""C:\Users® Remem ber CM D’ BA-I-’ etc. mshStartuphLW_Yerbinden.bat" "

COAWINDOWS\system32homd., exe fcC CivUsers) . msh\StartuphLaufwerke

All scrlpt types

C:AWINDOWS\system32\cmd. exe fc C:\Users) mshStartuphLogonScript. cmd

CoAWINDOWS system32hemd. exe /. C:\Usersh[redacted \NApplatah\Roaming\Microsof t\Windows\Start Menuh\Programs\Startup\Netzlaufwerk.bat
DAWINDOWSsystem32hcmd. exe fc ""C:\Users\[redacted]\AppData‘\Roaming\Microsoft\Windows\Start Menu‘\Programs\Startup\PresentationMode.bat"
s WWINDOWSS system32hcmd. exe fc C:\Users\[redacted]\A aYRoamingWMicrosoft\WindowshStart Menuh\Programs\Startup’, y.bat" "

: \WINDOWS\system32hcmd. exe /c C:\Usersh[redacted\AppData‘\Roaming\Microsof t\Windows\Start Menu‘\Programs\Startup\Startup Chrome.bat" "

VAWINDOWShsystem32hemd. exe /¢ C:\Usersh[redacted \NApplata\Roaming‘\Microsoft\Windows\Start Menuh\Programsh\Startuph\Substitude_B.bat" "

:\WINDOWS\system32h\cmd.exe /o ""C:\Users\[redacted]\AppData‘\Roaming\Microsoft\Windowsh5Start Menuh\Programs\Startup\coherence.cmd" "

WYWINDOWS\system32homd. exe /c C:hUsersh[redacted hWA) ta‘\Roaming'Microsoft\Windows\Start Menu“Programs\Startuphdel_public_do

C:AWINDOWSY system32hcmd. exe fc C:\Usersh[redacted I\AppData\RoamingMicrosoft\Windows\Start Menu\Programs\Startuph\fw.bat" "
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Hunting for suspicious VBS scripts (Startup Folder)

alert_sysmon_persistence_startup_folder_5m

mon’) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational" ProcessCreate

ndLine ! ="=%"

sndline ="}

vent Sampling «
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Hunting for suspicious VBS scripts (Startup Folder)

alert_sysmon_persistence_startup_folder_5m

(index=it_bapo index=it_sysmon) sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operationzl" ProcessCreate
( update.exe update.vbs "\\Windows\\Start MenuM\\Programsi\\Startup‘\" )
[ Cscript.exe WsCript.exe update,exe )
search { CommandLine="#\\Windows\\Start Menu‘\\Programs\\Startup\\x.vbs*"
CommandLine="#Y\Windows\\5tart Menu\\Programs\\Startuph\i*x, exex"

ParentCommandLine="*"\Windows\\Start Menu\\Programs\\Startup\\*.vhs+

CommandLine values{ParentCommandLing)

C:yu ser5'-._'-.l|:|:Eaia'-.E|::a1'ing WMicrosof
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Outline = New stuff

T1071 / Standard Application Layer Protocol
Command and Control via DNS

Standard Application Layer Protocol

Adversaries may communicate using a common, standardized application layer protocol such as HTTE HTTPS, SMTE or DNS to avoid
detection by blending in with existing traffic. Commands to the remote system, and often the results of those commands, will be
embedded within the protocol traffic between the clie
ID: T1071
occur internally within an enclave (such as those between a proxy or pivot node and other nodes

H, or RDE

Tactic: Command And Control
Platform: Linux, macOS, Windows

Data Sources capture, Net

Requires Network: Yes

Version: 1.0
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Hunting for C&C via DNS

- ==
i ]

Oct-2019 17:22:53.875 queries: info:

): query: post.clien[REDACTED].ch.post.c

A it _ 010 - . —= e g . .
21-0ct 1 72.27.136.16%p1732

): query: post.12ebb1341fd83c237c56

2.27.59.12)%
F 1Y
2.20 .23, 12 3

ns.clien[REDACTED].ch): query:

21-0ct-2019 17:12:00.345 queries: info:

en[REDACTED].ch): query: api.175f2895.62796.dns.clien[REDACTED].ch IN TXT + (172.27.5¢

Do you have DNS logs with client (source) information?
(could be useful!)

CERT-EU 2019 Annual Conference | Tom Ueltschi | Practical Threat Hunting | TLP-WHITE 65



Hunting for C&C via DNS

stype=clientlog host!=

¢ T+\E + nliary e
. JX)F. query.

, " \

ary ".x\.(?<domain_2nd>[*\. J*)\. (?<domain_1st>[*\
%, x" c_ip!=1IINGS

len_query = len(query) | eval len_doml len(domain_1st) eval len_dom2 len(domain_2nd)
eval len_c2 = len_query - len_doml - len_dom2
where len_dom! > [

avg(len_query) AVG_LEN_QUERY avg(len_c2) AVG N_C2 ) DC_QUERIES
ues(domain_2nd) DOMAIN_2ND
_time c_ip domain_1st

AVG_LEN_C2 >
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Hunting for C&C via DNS

index=it_dns sourcetype=clientlog host!=

bin _time =pan=1h

rex field=_raw ".*info: client (7<c B-9. 1x)%.* query: (7?<query>[* 1x) IN (7<type>[A-Z]x) .=&"

— . J— S s F - = i w T & L Fa - = 1 w T & . . P 1|
I_..:". .T..-_I:lLIEI_'f |-H'.'|:~.~' H ] — :"-_ Y 4 .'I:.\...\.' H ] — -"-_ Y Y L

search query="#,x.+" c_ip!="1EIIhnhnhnm

—
¥4

1 len_query = len({query) | eval len_doml = len({domain_1st) | ewval len_dom2 = len({domain_2nd)
1 len_c2 = len_guery - len_doml - len_dom?2
vhere len_doml > N
tats ave(len_qguery) AVG_LEM_QUERY avg(len_c2) AVG_LEN_C2 dc(query) DC_QUERIES
values(domain_2nd) DOMAIN_2ND values{type) TYPES
count _time c_ip domain_1st
shere DC_QUERIES > 5@ sve_LEN_C2 >l
sort -DC_QUERIES

-
-1
-

values(domain_2nd) DOMAIN_2
count _time c_ip domain_1st
where DC_QUERIES > 50 AVG_

ort -DC_QUERIES
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Hunting for C&C via DNS

query = “subdom3 . subdom?2 . subdoml|. domain.t1ld”
domain_1st = “domain.tld”
domain_2nd = “subdoml”
len_query = 34
len_dom1 =10
len_dom2 =7
len_c2 =len_query-len_doml-len dom2=34-10-7=17
AVG_LEN_QUERY = avg( len_query)
AVG_LEN_C2 =avg(len_c2)
DC_QUERIES = distinct_count( query )
Within 1h span: DC_QUERIES > 50 and AVG_LEN C2 >

CERT-EU 2019 Annual Conference | Tom Ueltschi | Practical Threat Hunting | TLP-WHITE

68



Hunting for C&C via DNS

_time c_Ip domain_1st AVG_LEN_QUERY AVG_LEN_C2 DC_QUERIES DOMAIN_2ND TYPES
Mon Jun 10 10:00:00 2019 10.1.96.150 § clien ch 8563697592187236  67.63697592187236 3359 dns A

TXT
L §§ |

_time c_ip domain_1st AVG_LEN_QUERY AVG_LEN_C2 DC_QUERIES DOMAIN_2ZND TYPES

Mon Jun 24 11:00:00 2019 § 10.1.96.46 clien ch 94.84922728986054  76.84922728986054 © 1709 dns A
TXT
Mon Jun 24 11:00:00 2019 § 10.1.104.12 } clien ch 86.94143780290791 @ 638.94143780290791 1551 dns A
TXT
Mon Jun 24 11:00:00 2019 § 10.226.160.2] clien ch 203.35014272121788 185.35014272121788 1013 dns A
TXT

_time c_ip domain_1st AVG_LEN_QUERY AVG_LEN_C2 DC_QUERIES DOMAIN_2ZND TYPES
Mon Jun 24 13:00:00 2019 10.1.96.46 § clien ich  35.307479224376735 0 17.30747922437673 965 dns A
TXT

Mon Jun 24 13:00:00 2019§ 10.1.104.12 § clien ich  38.31662548535122 © 20.316625485351217 931 dns A
TXT

_time c_ip lomain_1st AVG_LEN_QUERY AVG_LEN_C2 DC_QUERIES DOMAIN_2ZND TYPES

Thu Jul 416:00:00 2019 §10.1.96.46 Iier|:I.::h 34.82745419742959  16.82745419742959 1127 dns A
TXT

Within 1h span: DC_QUERIES > 50 and AVG_LEN C2 >
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Hunting for C&C via DNS

Top:

Log scale

306 events (10/21119 4:47:00.000

Bottom:

Events (306) Patierns

Linear scale
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Outline

Introduction

15t of 3 techniques from MITRE ATT&CK

Windows Management
Instrumentation Event
Subscription

Technique
|0] T1084
Tactic Fersistence
Platform Windows
Permissions Administrator,
Required SYSTEM

Data Sources WHI Objects
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WMI Event Subscription (Persistence)

cC 0

ATT&CK.

Main page
Help
Confribute
References
Using the AP
Contact us
Terms of Use

Tactics
nitial Access
Execution
Persiztence
Privilege Escalation
Defense Evasion
Credential Access
Discovery
Lateral Movement
Collection
Exfiltration
Command and
Control

Technigues
Technigue Matrix

8 https://attack.mitre.org
Page Discussion Read View form View history

Last 5 Pages Viewed:

Windows Management Instrumentation Event Subscription

Windows Management Instrumentation (\WMI) can be used to install event filters, providers, .

o ] ) Windows Management
consumers, and bindings that execute code when a defined event occurs. Adversaries may Instrumentation Event
use the capabilities of WiMI to subscribe to an event and execute arbitrary code when that Subscription
event occurs, providing persistence on a system. Adversaries may attempt to evade detection Technigue
of this technigue by compiling Wil scripts.:'] Examples of events that may be subscribed to 0 T1084
are the wall clock time or the computer's L|ptime.[3: Several threat groups have reportedly
used this technigue to maintain persistence !

Tactic Perzistence
Platform Windows

Permissions Administrator,

Contents [hide]
) Required SYSTEM

1 B le
¥amples Data Sources WMI Objects
2 Mitigation

3 Detection

4 References EEH— Illpl'es

Examples o« APTZ29 has used WMI event filters to establish persisience 4]

« APT29 has used WMI event filters to establish persistence
e Leviathan has used WMI for persistence []

« POSHSPY uses a WMI event subscription to establish persistence.[®!
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WMI Event Subscription <OFireEye

Flgureﬁ
"BotFilterB82’
="BotConsumerZ3’
=F|F."..". .I |-|-|_,|. _p..'-..;'._t : -.: .".-'-i-l. .‘:E'.
="SELECT * FROM __InstanceModificationkvent . B T
WITHIN 60 WHERE TargetInstance ISA ‘Win32_ \{\/||||am Ballenthin, Matt Graeber,
Claudiu Teodorescu
FireEye Labs Advanced Reverse
Engineering (FLARE) Team,
Firekye, Inc.

PerfFormattedData_Perf0S_System”™ AND
TargetInstance.SystemUpTime >= 200 AND
TargetInstance.SystemUpTime < 3207
=5et-Wmilnstance-Class__
oot\subscription™-Arguments
;EventNameSpace="root\
"sQuerylLanguage="WQAL"”;Query=
-Ewrcr&:tionﬁtap
=5et-Wmilnstance-
ClassCommandLineEventConsumer-Namespace™rooth
subscription”-Arguments@= ;ExecutablePa

th= :CommandLineTemplate= |

t-Wmilnstance-Class__FilterToConsumerBinding
mespace’ raatazubzcr13t:aﬁ"-&rngent5
Filter= ;Consumer=

Se
r =
@{

Source:
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https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-windows-management-instrumentation.pdf

WMI Event Subscription

Generating test events using “PowerLurk” Github project

Likely won’t catch many APTs searching for
Register-MaliciousWmiEvent ;-)

owerShell\PowerLurk-master\PowerLurk-master> Set-ExecutionPolicy
owerShell\PowerLurk-master\PowerLurk-master> . .\PowerLurk.psl

PS C:\PowerShell\PowerLurk-master\PowerLurk-master> Register-MaliciousWmiEvent
-EventName LogNotepad -PermanentCommand "cmd.exe /¢ echo %ProcessId% >>

C:\\Users\\Public\\notepad-log.txt" -Trigger ProcessStart -ProcessName notepad.exe

PS C:\PowerShell\PowerLurk-master\PowerLurk-master> Register-MaliciousWmiEvent
-EventName Logonlog -PermanentCommand "cmd.exe /c echo %TargetInstance.Antecedent%
>> C:\Users\Public\logon.txt" -Trigger UserLogon -Username any
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How noisy is the Sysmon WmiEvent?

ype="WinEventLog:Microsoft-Windows-Sysmon/Operational” WmiEvent

(WmiFilterEvent WmiConsumerkEvent WmiBindingEvent)

> 90 days : rch (EventCode=19 EventCode=20 EventCode=21)
> 270 EP’S rex field=Message ".*EventType: (7<WmiEventType>.*)"

dc(Mame) dc(Query) dc(EventMNamespace) dc{Consumer) dc(Filter) dc(ComputerName)

< 600 events |H—————

unt TaskCategory EventCode WmiEventTy

4 d|ff types . ort EventCode

/1764 events (6/118 12:00:00.000 AM to 101818 12:00:00.000 AM) MNo Event Sampling =
Patterns Statistics (3) Visualization

# Format

J/ J/ J! J/ J! J! J!
EventCode deiName) dc{Query) dc(EventNamespace) de{Consumer) dc(Filter) de(ComputerMName)
TaskCategory WmiEventType
wWmiEventFilter activity detected 9 WmiFilterEvent
{rule: WmiEvent?)
WmiEventConsumer activity detected 20 WmiConsumerEvent

r,

{rule: wWmiEwvent)

WmiEventConsumerToFilter activi

detected (rule: WmiEvent)
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sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational"” WmiEvent

| search EventCode=139 EventCode=20 EventCode=21
field=Message ".#User: [ |NT AUTHORITY )\M\AN(Z<USERT>. )"
_time EventCode TaskCategory Message ComputerName USERT

wentCode

TaskCategory Message

WmiEventConsumerToFilter WmiEventConsumerToFilter actiw

activity detected ; WmiBindingEvent UtcTime: 201

Wm1EW I Created User: Consumer:
"CommandLineEventConsumer.Name=\"Logonlog\"" Filter:

" __EventFilter.Name=\"Logonlogh""

WmiEventFilter activity detected: E : WmiFilterEvent

UtcTime: 2818-@7-83 09:25:25.339 Operation: Created User:
EventNamespace: "root/cimv2" Name: "Logonlog"

Query: "SELECT * FROM __InstanceCreationEvent WITHIN 10 WHERE

TargetInstance ISA 'Win32_LoggedOnUser'"

ventConsumer WmiEventConsumer activity detected: EventType: WmiConsumerEvent
UtcTime: 2818 @9:25:25.316 Operation: Created User:
"Logonlog" Type: Command Line Destination:
"emd.exe fc echo %TargetInstance.Antecedent¥® >>

C:\\Users\\Public\\logon. txt"
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sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational"” WmiEvent

EventCode=20 EventCode=21

field=Message

Hlser: |NT AUTHORITY )\\AM(?<USER1=>.*)"

gble _time EventCode TaskCategory Message ComputerMame USER1

ventCode
TaskCategory

WmiEventConsumerToFilter

actlvit

WNm1Ewve

entConsumer

Message

WmiEventConsumerToFilter

WmiBindingEvent UtcTime: 2818

Operation: Created User: Consumer:
"CommandLineEventConsumer.Name=\"LogNotepad\"" Filter:

__EventFilter.Name=\"LogNotepadi""

WmiEventFilter activity d

WmiFilterEvent UtcTime: 2018-87-83 09:25:39.91@8 Operation:

= 11

Created User: EventNamespace: "root/cimv2
Name: "LogNotepad" Query: "SELECT * FROM
Win32_ProcessStartTrace WHERE ProcessMame='notepad.exe'"

WmiEventConsumer

WmiConsumerEvent

Operation:

Type: Command Line Destination: "cmd.exe /c echo

e Il

%ProcessId% >> C:\\\\Users\\\\Public‘\\\\notepad-log.txt
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Outline

Introduction

29 of 3 techniques from MITRE ATT&CK

Logon Scripts

Technique
D T1037
Tactic Lateral Movemeant,
Persistence
Platform macQ3, Windows
System Write acc
Requirements domain lo

Data Sources

CAPECID
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ldea for detection

Search for child processes of “userinit.exe”
Exclude “ ” (normal)
Exclude logon scripts (after baselining & vetting)

Possibly a small number of other legitimate executables, but
feasible to enumerate and filter out

Search for ProcessCreate or RegistryEvents with the registry key
name “UserInitMprLogonScript”
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sourcetype=" entLog:Microsoft-Windows-Sysmon/Op
te userinit.exe ) { Ces ' egistryEvent UserInitMprlLogonScript

age="x\\userinit.ex

CommandLine!="*\\netlogon\\netlogon.bat
UserInitMprLogonScript
values(CommandLine) dc(Computer

host count
Parentlmage = Image values{CommandLine)

DWWindowsh\system32homd. exe CoWindows\system32h\reg. exe REG ADD HKCUMEnwircnment /v UserInitMprLogonScript /t REG_5Z /d

Jwlsersh, YDesktophUserInitMpriogonScript. txt
AEnvironment /v UserInitMprlogonScript
UsEnvironmentiUserInitMprLogonscript

userinlit.exe C:WWindowshSystem32hnotepad. notepad. ex
notepad.exe C:\Usersh hDesktophUserInitMprLogonScript. t

tem32\NOTEPAD.EXE"
\Desktop\userinitMprLogonScript_
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sourcetype="WinEventLog:Microsoft-Windows-Sysmon/0

-~ =

Proces: pessage onScript

Nshsystem32inotepad. exe
17763.1 (WinBuild.
Description: Motepad
Product: Microsoft® Windows® Operating
Company: Microsoft Corporation
CommandLine: notepad.exe C:\Users\|| IR Cesktop\UserInitMprLogonScript. txt
CurrentDirectory: C:\WINDOWS\system32\
User: POSThueltschit

—_ —- —

sonGuid: {502 fF2388r-A244-5dbA-BARA-AR281 0820320
LogonGuid: {5c2fad8c-4844-5dba-0000-00201082ca201]

iy

LogonId: @x1A22C10
TerminalSessionId: 2
IntegrityLevel: Medium

FD2E279272366AE93D, IMPHASH=CA322BE3DCOFEBSS34C3EEET 7450C22E

I I el |
wiebdalri g

ParentImage: C:\Windows\System3Z\userinit.exe

ParentCommandlLine: C:‘\windows\system32\userinit.exe
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'onScript )

1E 4T

= .y
A0 AE_E AR AT AE e =T
E ) _:E:l:IJ_IJIJIJIJ_IJIJ wokeball g

NSA3YSTemsd\notepad, exe

ma2\notepad. ex
eVersion: 10.8. .1 (WinBuild.16081@1.0888)

Description: Notepad

Product: Microsoft® Windows® Operating

Company: Microsoft Corporation
CommandLine: notepad.

LogonId: @x1A22C10

FParentImage: C:‘\Windows\5System32\userinit.exe

FarentCommandLine: C:\wl Wshsystem3i2\userinlt.exe

- L e FE ) 00 ) = T AAAN—00T 00 aE 70147
irentProcessiuid: 1LaC a88c-484e-5db0-0000-00102e6daT0 i

arentProcessIa: 7584
arentImage: C:\Windows\5System32huserinit.exe

arentCommandLine: C:\windows\system32\userinit.exe
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Outline

Introduction

3" of 3 techniques from MITRE ATT&CK

PowerShell

Technique

Tactic
Platform Windows

Permissions User Administrator
Required

Data Windows Registry, File monitoring
Sources Pr command-line parameters,
Pr mnaonitoring

Supports Yes
Remote

CERT-EU 2019 Annual Conference | Tom Ueltschi | Practical Threat Hunting | TLP-WHITE 83



Unmanaged PowerShell

YOU MEAN 'I'I;E;IIE IS PﬂWEIISHll
N |

.

4 ‘ \
WI'I'IIIIII'I' I'IIWEIISIIEIL *E Y
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|dea for detection

Search PowerShell Transcript Files for “Host Application:”
which is any of

powershell . exe
powershell ise.exe
wsmprovhost.exe

and possibly very few others
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Host_Application

C: \WINDOWS\sysnatiw

sWOW64\WindowsPowerShel
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Thanks for your attention!!

Time left for questions?

Twitter: @c_APT ure
Blog:

- all my presentations linked in one place
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http://c-apt-ure.blogspot.com/2017/12/is-this-blog-still-alive.html

